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UY BAN NHAN DAN 	CONG HOA xA HOI CHiJ NGHiA VIU NAM 
T 	PHO THU DAU MOT 	 Dec 14p - Ty do - 11#nh phtic 

PH I NG GIAO DUC VA DAO TAO 

S6: 5S5  /PGDDT 
v boo dam an toan thong tin 

an ni mang, boo ve du lieu ca nhan 
quan 1 , van hanh, sir dung cac N thong 

cong ghe; thong tin tai cac ca sCr gido 
duc ten dia ban thanh ph6 

Thu Di-du  Mot, ngayoW thong 4 nom 2025 

Kinh gal: - Hieu tnrang cac truing MAm non; 
- Hieu truing cac truing Tieu h9c; 
- Hieu truing cac truing Trung h9c ca so.  
- Hieu truing, chu co sO gido chic ngoai cong 

an cu quyt dinh se; 	/QD-PGDDT ngay thong 4 nom 2025 dm Truing 
phon Giao chic va Dao tao thanh pho Thu Dau Met ve phe duyet Quy the boo dam an 
toan t Ong tin, an ninh mang, boo ve du lieu ca nhan, quan VT, van hanh, sir dung cac 
he the g ding nghe thong tin trong hoat deng img siting cong nghe thong tin dm Nganh 
Gido uc va Dao tao Thanh pho Thu Dau Met. 

am nang cao hieu qua viec dam boo an toan thong tin, an ninh mang, boo v 
du lie ca nhan, quan VT, van hanh, sir citing cac he thong cong nghe thong tin (CNTT 
cua anh Gido chic va Dao tao, Phong Giao dvc va Dao tao de nghi hieu truing cac 
don v thtrc hien va trien khai cac giai phap, nhiem vu cu the nhir sau: 

Nei dung thtrc hien: 
ieu truing cac don vi to chirc tong ra soot viec dam boo an toan thong tin, an 

ninh ang, du lieu ca nhan trong quan VT, van hanh, sir citing cac N thong cong nghe 
thong tin dm don vi nhung nei dung sau: 

1. Ti chtirc thirc hien: 
1. .Trach nhiem cita Hieu truiimg don vi: 
— Hieu truing don vi có trach nhiem to chirc thtrc hien cac quy dinh tai Quy che 

boo d m an toan thong ,tin, an ninh mang, boo du lieu ca. nhan trong quan Van 
hanh, dung cac he thong cong nghe thong tin dm Nganh Giao dgc va Dao tao Thanh 
pht:, T u Dau Met. 

Ban hanh guy& dinh phan cong be phan hoc can be phti trach cac he th6ng cua 

Chiu trach nhiem truOc Lanh ciao Phong Gido chic va Dao tao va Uy ban nhan 
anh pho trong cong tac dam boo an toan thong tin, an ninh mang, du lieu ca 
ong quan VT, van hanh, sir citing cac N thong cong nghe thong tin dm don vi. 

.Trach nhiem cita can be phut trach he thong: 
Can be phti trach he th6ng thong tin chit' trach nhiem dam boo an toan thong tin, 

mang, du lieu ca nhan don vi. 
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— Phai thay d6i mat khau khi tip nhan cac he th6ng thong tin (bao g6m ca he 
th6ng camera quan sat), khOng sir dung mat Ichdu mac dinh hoac cac mat Ichdu don gian 
(vi du: 123456, 123456789, abcd1234,...). Mat khau phai c6 dO phirc tap cao (dai tai 
thi6u 8 14/ tu, c6 14/ to Hoa, ky to thuOng,k5,  to so, ky to cidc biet nhu: !@#$%...) va 
phai thuerng xuyen thay d6i mat khau. 

— Tham muu Hieu truong cac giai phap bao mat he thong. Giam sat, danh gia, bao 
cao hieu truong cac rui ro c6 th6 xay ra trong qua trinh van hanh he th6ng. 

— Phi hop \Teri cac ca nhan, dun vi lien quan tich cuc, Ude phvc khi xay ra sir c6 
an toan thong tin, an ninh mang, du lieu ca. nhan. 

2. Quin tri he thiing 
2.1 Quan 1ST phong may chii, nal dat thiet bi hru tar: 
— Vi tri may chi', thik bi luu tri du lieu la khu vtrc han ch" tip can. (Khong ddt 

may chi', thik bi luu tri du lieu, hinh anh camera,...tai phong bao ve hoc cac phong 
chirc nang khong dam bao an toan). 

— Chi nhang ngtrai c6 trach nhiem theo str phan ding da hieu truong men dugc 
phep vao cac khu vvc nay. 

2.2 Sao lum dir 
— Cac du lieu quan trong cua clan vi phai dirge sao luu, bao g6m: thong tin cau 

hinh he thong, ca so der' lieu, nhat ky he thong. Dam bao kha nang phvc hoi du lieu khi 
su co xay ra. 

2.3 Qu5n 157 truy 
— Tai khoan quan tri c6 quykl cao nhat (Admin) chi dugc cap bang van ban cho 

mot nguOi. Cac tai khoan khac khi truy cap he thong can dugc phan quyen cu the, chi 
dugc phep truy cap cac thong tin phil hgp vai chic rang, nhiem vv, quyen han dugc 
phan 

— Ngtrai dugc giao tai khoan tren he thong c6 trach nhiem bao mat tai khoan va 
chiu trach nhiem truck hieu truong n6u xay ra sir c6 mat an ninh, an toan thong tin. 

— He thong mang lchOng day dm dan vi phai c6 mat khau truy Cap va chi cho phep 
truy cap Internet (char cac ket not den he thong may chii, he th6ng mang cua don vi). 

3. Cac hanh vi bi cam: 
— Nghiern cam cac hanh vi sir (hying th6ng sai mvc dich, gay nguy co nhigm vi 

rut, phdn m'em dOc hai,... 
— Khong sir dung thong tin dm dun vi sai mvc dich, khong cung cap thong tin darn 

vi (tai khoan, thong tin h9c sinh, thong tin phv huynh h9c sinh, thong tin nhan sv, du 
lieu, hinh anh camera, ...) cho cac doi tugng, don vi khac, khong phai Nganh Giao dvc 
va Dao tao Thanh pho trien khai. 

4. Tuyen truyen ve cong tic dam bao an toil', an ninh he tilling CNTT 
Nhdm nang cao hieu qua cong tdc dam bao an toan, an ninh he th6ng CNTT Nganh 

Ga.() dvc,va Dao tao Thanh ph6. Hieu truong cac dun vi can quan triet cac not dung 
theo quyet dinh so 	/QD-PGDDT ngay thang 4 nam 2025 dm Truong phong 
Gido dvc va Dao tao NT" phe duyet Quy the bao dam an toan thong tin, an ninh mpg, 
bao ve du lieu ca nhan trong quan 1ST, van hanh, sir dung cac he thong cong nghe thong 
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tin CA = Nganh Gido duc va Dao tao Thanh phO Thu DA.0 MOt d6'n hoi &Ong gido vien, 
vien •hirc cua dun vi trong do cac biet quan tam den yeu to "Thai dO nguari dung"; 
Dam ao vi& phan cong trach nhi01 dm can bO, gido vien va vien chirc cong ngl* 
thong tin khi tham gia he thong thong tin cira nganh. 

II . Quin 1ST sty do: 
rong qua trinh thvc hien n6u xay ra su co mat an toan an toan thong tin, an ninh 

mang du lieu ca nhan de nghi cac don vi xit1ST theo quy trinh cu the nhu sau: 
6ti phat hi"0 su co an toan thong tin ma khong xit ly dugc, cac don vi can thuc 

hien t eo quy trinh xu ly sau: 
Buck 1: Bao cap hien trang sir co cho Phong Gido duc va Dao tao: Ong Nguygn 

Tha Tri& — Pho Truang phOng, vien thoai: 0916646576; E-mail: 
n u e thanhtriet s t.tdm.edu.vn  

,— Buck 2: Phi hop giita cac don vi de' ngan ch4n 	xay ra trong thiYi gian sam 
nhat. rch cvc ngan ch4n su co khac phuc Nu qua, dam bao he thong hoat Ong on 
dinh, ong gay anh hirong den hoat &Ong chung cua don vi. 

Buck 3: Bao cao ding hop thong tin ve Phong Gido duc va. Dao tao. 
am bao toan thong tin, an ninh mpg, bao ve du lieu ca nhan trong quan 1 

hanh, sir dung cac he thong ding ngl*' th8ng tin la nhim vu quan trong, anh 
true ti=p den vi& thvc hien cac nhism vu chinh tri, chuyen mon cira don vi va 
Vi va Phong Gido due va Dao tao cue nghi hien tnrang cac dun vi nghiem tiraAvi 
khai t uc hien cac quy dinh ve dam bao an toan thong tin, an ninh mang, du 
nhan dc he thong CNTT cua nganh Gido duc va Dao tao Thanh 

Nat nhOn: 
- Nhtr tren; 
- h ciao Phong GDDT; 
- C uyen vien Phong GDDT; 
- W bsite PhOng GDDT; 
-L : VT, Ti. 
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