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UBND THANH PHO THU DAU MOT 
PHONG GIAO DVC VA DAO TAO Dqc lap 

CONG HOA XA HQI CHU NGHiA VItT NAM 
- Tty do - Hanh phfic 

S6 : 490 /QD-PGDDT 	AUlu MO, ngay 07 dicing 4 nom 2020 

QUYET DINH 
Ban hanh Quy the boo dam an than, an ninh thong tin trong hog Ong ung 

dung cong nghe thong tin dm Nganh Giao due va Dao tao 
Thanh phO Thu Dau MOt 

TRUONG PRONG GIAO DUC VA DAO TAO THANH PHO THU DAU MOT 

Can cir Quyet dinh s6 03/2016/QD-UBND ngay 10/11/2016 cual:Jy ban than 
dan thanh ph6 Thu Dau MOt ve vi6c ban hanh quy dinh chirc nang, nhi6m 
quy6n hdn va ca cau t6 chirc cua Ruing Giao due va Dao too thanh ph6 Thu Wu 
M6t; 

Can cir Ludt Cong ngh6 thong tin ngay 29 thang 6 nom 2006; 
Can cir Ludt An ninh mdng ngay 01 thang 01 nom 2019; 
Can cir Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nam 2007 dia. ChInh 

phit ve Ung dung cong ngh6 thong tin trong hog Ong ca quan nha mac; 
Cong van s6 1881/UBND-TH ngdy 01/8/2014 cila UBND thanh ph6 Thfi Dau 

MOt ve viec quy dinh boo mat thong tin trong hog dOng ca quan nha nu6c; 
Xet de nghi cua b0 phdn chuyen mon, 

QUYET DINH : 

Dieu 1. Ban hanh kern theo Quytt dinh nay "Quy the No dam an toan, an 
ninh th6ng tin trong hog Ong img dung cong ngh6 th6ng tin dm Nganh Giao dpc 
va Dao too Thanh ph6 Thu D'au Kit" 

Dieu 2. Quy6t dinh nay có hi6u luc k6 tir ngay 

Dieu 3. Larth ddo, chuyen vien Phong Giao due va Dao too; Hi6u truOng cac 
don vi chit' trach nhi6m thi hanh guy& dinh nay./. 

Nei nhp: 
- Nhtr Di&I 3; 
- L'anh dao Phong GDDT; 
- Chuyen vien Phong GDDT; 
- Luu: VT, TCCB. 



QUY CHE 
Ve bao dam an toil', an ninh thong tin trong hoat Ong frng dung cong ngh'e' 

thong tin cua Nganh Giao due va Dao tao Thanh phO Thu DAu MOt 
(Ban hanh kern theo Quyet dinh sa4.6(yQ-D-PGDDT ngay Q-thcing 4 neim 2020 

oriel Phdng Gicio dix va Dao tao Thanh pha Thir Dau Al(g) 

Chuang I 
QUY DINH CHUNG 

Dieu 1. Phum vi dieu chinh va doi tuvng ap dung 
1. Quy the nay ap dung ve cong tac bao dam an toan, an ninh thong tin 

trong hoat dung Img dung cong nghe thong tin dm cac don vi truc thuOc Nganh 
Giao dyc va Dao tao Thanh ph6 Thu Dau Mot va ca quan Phong Giao dyc va 
Dao tao (sau day gyi tat la clan vi). 

2. Quy the nay dugc ap dung vai cac to chirc, ca nhan lien quan den an 
toan, an ninh thong tin dm clan vi. 
Dieu 2. Mtic dich, nguyen tac dam bao an toan thong tin 

1. Viec ap dung Quy the nay nham giam thieu dirgc cac nguy ca gay mat 
an toan thong tin va dam bao an ninh thong tin trong qua trinh frng dung cong 
nghe thong tin trong hoat dOng cua cac dan vi. 

2. Cac hoat dung *rig dung cong nghe thong tin phai tuan theo nguy tac 
clam bao an toan thong tin ducfc quy dinh tai dieu 41, Nghi dinh 64/2007/ND-CP 
ngay 10 thang 4 nam 2007 dm Chinh phu ve ung dyng cong nghe thong tin 
trong hoat dung cua ca quan nha nuac. 

Chuang II 
QUY DINH DAM BAO AN TOAN THONG TIN 

Dieu 3. ye quan 157 can bo, cong chik, vien chine va nguiri lao dOng 
1. Cac don vi phai xay dung cac yeu cau, trach nhiem dam bao an toan 

thong tin d6i vai tong vi tri cong viec. Tnxac khi tiep nh4n nhan sir, cac dan vi 
phai kiem tra kha nang clap img cac yeu cau va an toan thong tin cila nhan su 
m6i. 

2. Cac don vi phai thuang xuyen t6 chirc cac quan triet cac quy dinh ve an 
toan thong tin, nham nang cao nhOn thuc ve trach nhiem dam bao an toan thong 
tin dm timg ca nhan trong don vi. 

3. Thu h6i quyen truy cap cac he th6ng thong tin, cac tai san lien quan tai 
he thong thong tin deli vai cac ca nhan nghi viec, chuyen ding tac. 
Dieu 4. Quan 1S7 phong may chit 

1.TUy quy mo va dieu kien, don vi co the xay dung phong may chii, trong 
do, cac thiet bi mang quan trong nhu tuamg lira (firewall), thiet bi dinh tuyen 



(router), he thOng may chu, he thong camera... dugc da't trong phong may chu 
va cac bien phap bao ve, ngan chin xam nhap trai phep vao phong may chit. 

2. Phong may chil cua cac don vi la khu vtrc hart the tiep can va dugc lap 
d'at he thong camera giam sat. Chi nhang nguai c6 trach nhiem theo quy dinh 
cim Hieu truang don vi mai dugc phep vao phong may chi'. 

3. Qua trinh vao, ra phong may chit phai dugc ghi nhan vao nhat 1(5,  quart 1S,  
phong may chu. 

4. Phong may chi' c6 he theing luu din 	cong suit va duy tri thai gian 
hoat dung 	cac may chit tOi  thieu  15 phut khi c6 sir co mat dien. 
Dieu 5. Phong clufmg ma dOc 

1. Tit ca cac may tram, may chi' dugc trang bi phin mem phin mem chOng 
ma dOc. Cac phin mem phong chOng ma dOc dugc thiet lap the dO tv cap nhat; 
the dO tir quet ma dOc khi sao chop, ma cac tap tin. 

2. Cac can 1)0, cong chirc, vien chirc va nguai lao Ong trong don vi ve 
phong chOng ma d0c, cac rui ro do ma" dOc gay ra; khong dugc toy cai dac hoc 
get b6 cac plan mem teen may tram khi chua c6 sir dungy cua nguai c6 thith 
quyen theo quy dinh cua cac don vi. 

3. Tit ca cac may tinh cua don vi &roc cau hinh nhArn vo hieu hoa tinh 
hang tir Ong thvc thi (autoplay) cac tap tin tren cac thiet bi luu trt di dOng. 

4. Tit Ca the tap tin thu mix dugc quk ma dOc truac khi sao chop, sir dung. 
5. Khi phat hien ra bit kSi diu hieu nao lien quan den viec nhiem ma dOc 

tren may tram (vi du: may hoat Ong cham bit thuang, canh bao tir plan mem 
phong chOng ma d0c, mat du lieu,...), nguai sir dung phai tit may va bao true 
tier) cho b0 phan c6 trach nhiem de xir 1ST. 

Dieu 6. Sao luu dir lifu phong 
, 1. Cac du lieu quan tong cua don vi phai dugc sao luu, bao 	thong tin 

cau hinh cua he th8ng mang, may chii; phin mem irng dung va co s& du lieu; tap 
tin ghi that 4. 

2. Don vi phai lap ke hoach va thirc hien sao luu dit lieu phi' hop voi dieu 
kien dm don vi, dam bao kha hang phtic hOi du lieu khi c6 sir co xay ra. 
Dieu 7. Quin 1ST thiet bi tuirng lira. 

1. Cac ha tang cong nghe th8ng tin phai dugc trang bi tuang lira d6 ngan 
chin va phat hien cac xam nhap trai phep vao mang nOi b0. 

2. Nhat ky hoat dOng cua thiet bi tuong lira phai dugc km gift an toan de 
phuc vu cong tic khao sat, dieu tra khi co sir co xay ra. 
Dieu 8. Quin 157 nhat ky trong qua trinh van hanh cac hg tilting thong tin. 

1. Don vi phai thtrc hien viec ghi that 14,  (log) teen cac thiet bi mang may 
tinh, phin mem img dung, dieu hanh, co s& du lieu nhim dam bao sr kien quan 
tong xay ra teen he thong ghi than va km trit. 
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d) Khan cap: skr c6 anh hueng an sir lien tvc cua nhieu hoat deng chinh 

cua don vi. 
2. Khi co sv co ho4c nguy ca mat an toan thOng tin thi Hieu trueng don vi 

phai chi dao kip thei de khac phvc va han che thiet hai, bao cao bang van ban 
cho ca quan cap tren. 

3. Tnreng hop co sir co nghiem trong a mirc de cao, khan cap hoac vtrat 
qua kha nang khac phvc cua dan vi, Hieu truerng phai bao cao ngay cho ca quan 
cap tren quan l$,  de dugc huang (an, ho tra. 
Dieu 11: Cfic hanh vi bit nghiem Am 

1. Tao ra, cai dat, phat tan vi rut may tinh, phan mem dec hai trai phap luat. 

2. Xam nhap, sua dii, xoa be nOi dung thong tin cua dan vi, ca nhan khac. 

3. Can 'ter hoat deng cung cap dich vu cua he thing thong tin nganh. 
4. Ngan chan viec truy cap an thong tin dm dan vi, ca nhan khac tren moi 

tnreng mang, trir tnxeng hop phap luat cho phep. 
5. Be Ichea, tem cap, sir dung mat khan, khea mat ma va thong tin dm dan 

vi, ca nhan khac tren moi trueng mpg. 
6. Hanh vi khac lam mat an toan, bi mat thOng tin dm dan vi, ca nhan khac 

dugc trao doi, truyen dua, luu trt ten moi tru&ng mang. 
7. Khong dugc clang tai thong tin sai su that gay hoang mang du Juan 
8. Khong dugc dang tai thong tin dam 8, dii troy. 
9. Khong dugc clang tai, phat tan thong tin tuyen truyen ching nha 
10. Kh8ng dugc dang tai thOng tin gay rii trat to cong cong. 

11. Khong dugc dang tai, phat tan thOng tin vu Iching nguei khac. 

12. Khong duce dang tai, phat tan thong tin sai skr that ye san pham, hang 

hea. 
13. Khong dugc dang tai bi mat ding tac, bi mat nha nuec. 
14. Khong dugc dang tai thong tin phien dien met chieu. 
15. Khong dugc giai thieu ten, clang tai hinh anh dan vi cong an. 

Chuang III 
TRACH NHItM DAM BAD AN TOAN THONG TIN 

Dieu 12. Trfich nhiem cua can b(), cong chin, vien chirc va nguiri lao gong 
trong don vi 

1. Trach nhiem dm can be, cong chirc, vien chirc phv trach an toan thong 

tin: 
a) Chiju trach nhiem dam bao an toan thong tin dm don vi; 
b) Tham muu hieu throng ban hanh cac quy dinh, quy trinh nOi be, trien 

khai cac giai phap ky thuat dam bao an toan thong tin; 



2. Cac nhat 14 nay phai dugc bao ve an toan nham phtic vu cong tac kiem 
tra, phan tich khi can thiet. 

3. Cac sir kien t6i thieu can phai dugc ghi nhat k3",  gem: qua trinh clang 
nhap he thong; tao, cap that hoac xoa du lieu; cac hanh vi xem, thiet lap cAu 
hinh he thong; viec thik lap cac ket not bat thuemg vao ra he thong; thay d6i 
quyen truy cap he tilting. 

4.Thuong xuyen thtrc hien viec theo doi ban ghi that 14 cila he thong va sir 
kien khac co lien quan de bao cao danh gia, bao cao cac raj ro va mire di) 
nghiem tang cac rui ro do. 
Dieu 9. Quin 1ST truy cap 

1. Cac quy dinh ve quan ly truy cap vao he thong thong tin, mang may tinh, 
thik bi, phAn mem img dting cila don vi phai dugc quy dinh chi tit va t6 chirc 
thuc hien nghiem tuc, phii hop voi cac quy dinh cua phap kik ve an toan thong 
tin. 

2. Moi tai khoan truy cap cac he thong thong tin chi dugc cap cho mot 
ngtrai quan 15f va sir dung. 

3. Mei can be, cong chirc, vien chirc va nguoi lao &Ong chi &roc phep truy 
cap cac thong tin phii hop voi chuc nang, trach nhiem, quyen han cua minh, co 
trach nhiem bao mat tai 'chain truy cap thong tin. 

4. Cac he thong thong tin can gioi hail se lAn clang nhap vao sai lien tier) 
vao he thong. He thong to dung khod tai khoan trong mot khoan thai gian nhat 
dinh triroc khi tiep ttic cho clang nhap neu lien ttic clang nhap sai vuot qua so ran 
quy dinh. 

5. Tat ca may tram, may chil phai dugc dat mat khAu truy cap va thiet lap 
the de to bao ve man hinh sau 10 phut khong sir dung. 

6. Khi thiet lap mang khong day trong not be don vi, phai dat mat khAu tuy 
cap vao mang khong day va chi cho truy cap Internet. 

7. Mat khAu clang nhap vao cac he thong thong tin phai co de phirc tap cao 
(co de dai toi thieu 8 14 ttr, có kyi to HOA, co k57 to thuiyng, kY,  to so va ky to 
dac biet nhtr !,@,#,$,%,...) va phai &roc thay del it nhAt 3 thang/ 
Dieu 10. Quin 151 sir c6 

1. Phan loai mirc do nghiem tang cua cac sir co, bao gem: 
a) ThAp: skr co gay anh huong ca nhan va lam gian down hay dinh tre hoat 

dung chinh dm don vi; 
b) Trung binh: str co anh huong den met nhom nguoi dung nhtmg khOng 

gay gian loan hay dinh tre hog dOng chinh dm don vi; 
c) Cao : su co lam cho thiet bi, phAn mem hay N thong 'thong the sir dung 

dugc va gay anh humg den met trong cac hoat dung chinh cilia don vi. 
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c) Thvc hian viac giam sat, danh gia, bao cao hien truong cac rui ro mat an 
toan thong tin va mirc dO nghiem trong cua de rui ro do; 

d) Ph6i hop v6i cac ca nhan, don vi co lien quan trong viac kiam soat, phat 
hian va khac ph9c cac sv c6 an toan, an ninh thong tin. 

2. Trach nhiam cila can b0, cong chirc, vien chirc trong don vi: 
a) Nghiem tnc chdp harsh cac quy dinh, quy trinh not b0, Quy chat nay va 

cac quy dinh khac cua phap luat ye an toan thong tin. Chiu trach nhiam am bao 
an toan thong tin trong pham vi trach nhiam va quyan han dtruc giao; 

b) Moi can b0, cong chirc, vien chuc va ngtred lao dOng phai c6 trach nhiam 
to quan ly, bao quan thiat bi ma minh &rue giao sir dung; kh8ng toy thay d6i, 
thao lap cac thiat bi teen may tinh; khong dugc vao trang web khong ro vat not 
dung; khong tai va cai dat cac phan mem khong ro ngu6n g6c, khong lien quan 
den chuyen mon; khong nhap chuOt vao cac during dan la kh6ng ro va not dung; 

c) Khi phat hian nguy co hoac sir c6 mat an toan thong tin phai bao cao 
ngay voi cap tren va bo phan chuyen trach cong ngha thong tin ciia don vi d' kip 
thai ngan chan va xir Vr; 

d) Tham gia cac chtrong trinh dao tao, hOi nghi va an toan an ninh thong 
do cac don vi co chuc Wang to chirc. 	 0 
Dieu 13. Trach nhi?in dm Higu truiiing clan vi 

1. Hiau trtrong co trach nhiam to chuc thvc hian cac quy dinh tai Quy chat  
nay va chiu trach nhiam tru6c cap tren va trtrac Uy ban nhan dan thanh ph6 
trong cong tac dam bao an toan thong tin dm don vi minh. 

2. Phan cong mot b0 phan hoac can 130 chuyen mon chuyen trach dam bao 
an toan thong tin dm don vi; tao diau kian de cac can b0 phi trach an toan thong 
tin ducic hoc tap, nang cao trinh dO va an toan thong tin. 

3. Xay dung quy dinh, quy trinh nOi bo vat dam bao an toan thong tin phi' 
hop voi Quy chat nay va cac quy dinh cua phap luat. 

4. Ph6i h9p, cung cap thong tin va tao diau kin cho cac don vi CO thdm 
quyan trian khai cong tac kiam tra khac ph9c su c6 xay ra mot cach kip thai, 
nhanh chong va dat hiau qua. 

, 5. Ph6i hop chac chat yen Cong an thanh ph6 trong cong tac phong ngira, 
dau tranh, ngan chan cac hog dung xam pham an toan, an ninh th6ng tin. 

Dinh kS,  hang quy don vi lap bao cao vat tinh hinh an ninh, an toan thong tin 
va giri vat Phong Gido dyc va Dao tao./. 
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